
Table A.1.  Rationale for Protections Countering Vulnerabilities

PR
O

TE
CT

IO
NS

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
  

A.
 N

et
wo

rk
 c

on
ne

ct
ivi

ty
 p

ro
te

ct
io

ns

 a
. A

ut
he

nt
ica

tio
n 

of
 n

et
wo

rk
 a

dm
in

ist
ra

to
r

 b
. R

ob
us

t n
et

wo
rk

 ro
ut

in
g 

pr
ot

oc
ol

s

 c
. D

yn
am

ic 
ro

ut
in

g

 d
. F

ire
wa

lls
, p

ro
xy

 s
er

vic
es

 e
. V

PN
, I

ps
ec

 f.
 Q

oS

 g
. D

yn
am

ic 
IP

 a
dd

re
ss

in
g

 h
. M

ob
ile

 n
od

es

 i.
 S

ur
viv

ab
le

 IP

 j.
 In

te
llig

en
t a

ge
nt

s

B.
 N

et
wo

rk
 m

an
ag

em
en

t p
ro

te
ct

io
ns

 a
. N

et
wo

rk
 m

on
ito

rin
g

 b
. S

er
vic

e 
re

gi
st

ra
tio

n

 c
. S

NM
Pv

3

 d
. R

ob
us

t a
nd

 s
ec

ur
e 

co
nf

ig
ur

at
io

n 
an

d 
up

gr
ad

in
g

 e
. H

os
t a

nd
 n

et
wo

rk
 ID

S/
ID

R

C.
 D

ire
ct

or
y 

pr
ot

ec
tio

ns

 a
. D

NS
SE

C

 b
. D

yn
am

ic 
DN

S

 c
. R

ob
us

t P
KI

 d
. D

ire
ct

or
y-

en
ab

le
d 

ne
tw

or
kin

g 
pr

ot
ec

tio
ns

D
. I

D
S

 a
nd

 C
yb

er
 P

an
el

 v
ul

ne
ra

bi
lit

y/
at

ta
ck

 p
ro

te
ct

io
ns

 a
. P

ro
te

ct
ed

 c
on

tr
ol

 p
at

h

 b
. R

ob
us

t I
D

S

E.
 C

lie
nt

/s
er

ve
r/h

os
t p

ro
te

ct
io

ns

 a
. S

tro
ng

 a
ut

he
nt

ica
tio

n 
of

 u
se

r t
o 

en
d 

sy
st

em

 b
. A

ut
he

nt
ica

tio
n 

of
 c

lie
nt

 to
 n

et
wo

rk

 c
. A

cc
es

s 
co

nt
ro

l m
ec

ha
ni

sm
s

F.
 S

of
tw

ar
e/

fir
m

wa
re

/m
id

dl
ew

ar
e 

pr
ot

ec
tio

ns

 a
. C

ry
pt

og
ra

ph
ic 

ch
ec

ks
um

s,
 “t

rip
wi

re
”

 b
. E

AI
 p

ro
te

ct
io

ns

 c
. S

py
w

ar
e 

an
d 

ex
fil

tr
at

io
n 

vu
ln

er
ab

ili
ty

/a
tta

ck
 p

ro
te

ct
io

ns

 d
. E

nd
 s

ys
te

m
s 

pr
ot

ec
tio

ns

 e
. B

ou
nd

ar
y 

pr
ot

ec
tio

ns

 f.
 C

ov
er

t c
ha

nn
el

 v
ul

ne
ra

bi
lit

y/
at

ta
ck

 p
ro

te
ct

io
ns

 g
. C

ov
er

t c
ha

nn
el

 d
et

ec
tio

n 
m

et
ho

ds

G
. P

er
so

nn
el

-r
el

at
ed

 p
ro

te
ct

io
ns

 a
. C

on
fig

ur
at

io
n 

m
an

ag
em

en
t

 b
. P

er
so

nn
el

 c
on

tr
ol

s

 c
. I

nt
er

na
l s

ys
te

m
 c

he
ck

s 
an

d 
pr

ot
ec

tio
ns

VULNERABILITIES/ATTACKS
1. Network infrastructure vulnerabilities/attacks X X X X X X X X X X X X X X

a. Vulnerabilities of routers, switches, and similar network nodes X X X X X X X X X X X X X
b. Vulnerabilities of boundary controllers, firewalls, proxies X X X X X X X X
c. Routing protocol attacks X X X X X X X X
d. Malicious protocol tunneling X X X
e. Protocol misusage X X X X X
f. Cause protocol changes X X X X X X
g. Attacks on links X X X X X X X X
h. Eavesdropping on network links X X X
i. Network flooding X X X X X X X
j. Cause links to go down X X X X X X X X
k. Network packet and data modification X X X X X X
l. Spoofing attacks X X X X X X X X
m. Man-in-the-middle attacks X X X X X X
n. Denial-of-service attacks on network X X X X X X
o. Distributed denial-of-service attacks on network X X X X X X X

2. Directory vulnerabilities/attacks X X X X X X
a. Modify contents of directory X X X X X
b. Denial-of-service attacks against directory X X X

3. Network management node vulnerabilities/attacks X X X X X X X X
a. Take management control X X X X X X
b. Denial-of-service attacks against management node X X X X X

4. Network authentication server vulnerabilities/attacks X X X X
a. Modify contents of authentication server X X X
b. Denial-of-service attacks against authentication server X X X

5. PKI vulnerabilities/attacks X X X
a. Modify certification authorities, certificates X X X

6. Network operations vulnerabilities/attacks X X X X X X X
a. Isolate operations center X X X X X

7. IDS and Cyber Panel vulnerabilities/attacks X X X X X X
8. Client/server/host-based vulnerabilities/attacks X X X X X X

a. Prevent authentication X X X
b. Circumvent authentication X X X X
c. Prevent client/server access to network X X X
d. Circumvent or defeat access control mechanisms X X
e. Denial-of-service attacks on clients/servers X X X
f. Distributed denial-of-service attacks against servers X X X X
g. Modify clients/servers X X X X X X

9. Software/firmware/middleware vulnerabilities/attacks X X X X
a. Viruses, worms, Trojan horse program vulnerabilities/attacks X X X X
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b. Mobile code vulnerabilities/attacks X X X X X
c. Life-cycle attacks/compromised software X X X X
d. Attacks during software maintenance and updates X X X

    e. Spyware and exfiltration vulnerabilities/attacks X X X X
    f. Covert channel vulnerabilities/attacks X X X
10. Personnel-related vulnerabilities/attacks X X X

a. Vulnerabilities/attacks during development X X X
b. Vulnerabilities/attacks during installation X X X
c. Vulnerabilities/attacks during maintenance X X X
d. Vulnerabilities/attacks during service retirement X X X

    e. Insider vulnerabilities/attacks X
    f. Social engineering X X
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